A252 691
\\II\I\\\I\I\\ll\l\l\l\\I\ll\\\l‘\\l\l\l\\l\ @

" ELECTRONIC COMMERCE

Removing Regulatory Impediments

DL203R1 D T l C

% ELECTE
@ JULL3 19929

Daniel J. Drake
John A. Ciucci

o FRBUTION STATEMENT K | with

Hpmﬂi« 01; %;nmf:;m | William R. Ledder 92_ 18 1 65
M (TR

May 1992

Prepared pursuant to Department of Defense Contract MDA903-90-C-0006. The views
expressed here are those of the Logistics Management Institute at the time of issue but not
necessarily those of the Department of Defense. Permission to quote or reproduce any part

except for Government purposes must be obtained from the Logistics Management Institute.

Logistics Management Institute
6400 Goldsboro Road
Bethesda, Maryland 20817-5886

92 )50




LMI

Executive Summary

ELECTRONIC COMMERCE: REMOVING
REGULATORY IMPEDIMENTS

Electronic Commerce techniques, such as electronic mail and electronic data
interchange (EDI), enable Government agencies to conduct business without the use
of cumbersome paper documents. The benefits include reduced paper-handling costs,
lower clerical costs, fewer data errors, faster communications, easier access to
information, and better customer service. Regulatory impediments, however, are
restricting the ability of Government agencies to actually obtain those benefits.

The primary impediment is the Federal Acquisition Regulation’s requirement
that Government agencies use paper forms and manual signatures when conducting
procurement and contract administration actions. Other impediments are similarly
limiting the application of Electronic Commerce techniques in the areas of account-
ing, transportation, and supply.

Some Government administrators have resisted Electronic Commerce because
they believe electronic records provide insufficient documentary proof of an event or
transaction. According to recent guidance from the General Accounting Office and
the National Archives and Records Administration, however, paperless, electronic
documents and transactions are admissible as judicial evidence and can be used in
contract formation, award, and payment, provided that appropriate controls are in
place. That guidance now needs to be incorporated into Military Service and Defense
agency regulations; it also needs to be communicated to the operating activities that
actually conduct Department of Defense (DoD) business.

To assist in making the needed changes, we recommend a number of specific
changes to the Federal Acquisition Regulation and identify a variety of other
regulations and documents that are impeding the application of Electronic Com-
merce techniques within DoD. We also recommend that the DoD Executive Agent for
Electronic Commerce and Electronic Data Interchange require all participants in
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DoD’s Electronic Commerce Program to include regulatory and procedural reviews in
their program plans.

These changes should remove many of the administrative impediments to
Electronic Commerce, paving the way for DoD to substantially improve how it
conducts business.
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CHAPTER1
INTRODUCTION

The Federal Government, like much of the private sector, uses a variety of
automated systems to carry out its business functions, such as acquisition, logistics,
and finance. Recent advances in information technologies have dramatically
increased the capability of those systems. One such advance is Electronic Commerce,
through which the Government electronically exchanges business information
among its various departments and agencies and with its numerous contractors and
suppliers. Government regulations, however, do not readily accommodate the full
application of Electronic Commerce techniques; some even act as impediments.

ELECTRONIC COMMERCE

Electronic Commerce is the digital exchange of all information needed to
conduct business. Through the application of its associated technologies (e.g.,
facsimile, electronic mail, and electronic data interchange or EDI), Electronic
Commerce permits organizations to exchange business information faster, make
information more accessible, and send information directly to those who need it.

EDI is the computer-to-computer exchange of routine business information in
standard transaction formats. Commercial businesses and Government organi-
zations can use EDI techniques to eliminate the flow and handling of paper
documents and the repetitive entering of data into their computer systems. Although
those benefits are substantial, they are relatively small when compared with the
savings made possible by more timely and accurate information, better service, and
improved business operations.

The concept of linking business computers with electronic transactions is not
new. Department of Defense (DoD) activities have been exchanging business
information electronically with large private-sector companies in nonstandard,
proprietary formats since the 1960s. What is new is the emergence of nationally and
internationally recognized data format standards, commonly referred to as

1-1




transaction sets. Coupled with the dramatic improvements in information processing
and telecommunications, transaction sets have accelerated business’s use of EDI.

REGULATORY IMPEDIMENTS

Few Government regulations explicitly authorize the use of paperless trans-
actions, documents, or files when conducting business with commercial firms.
Nonetheless, several Government organizations have successfully applied such
techniques as EDI to their order, acceptance, invoice, receipt, and payment processes.

Those organizations are either relying on the more liberal strictures of Federal
Acquisition Regulation (FAR) Part13, Small Purchase and Other Simplified
Purchase Procedures, or establishing agreements with the involved parties to accept
paperless documents and electronic signatures when exchanging routine informa-
tion.1 Many, however, are still being forced to prepare and retain paper copies of
purchase orders, receiving reports, and invoices to satisfy local accounting or legal
documentation requirements. Others keep their paperless delivery orders under the
$25,000 limit of FAR Part 13, to avoid such requirements.

We believe that the lack of regulatory recognition for Electronic Commerce
impedes its application by Government organizations. Regulations that call for
specific forms, paper records and files, and manual or original signatures clearly
restrict Government organizations from improving their business operations. Also
restrictive are lower level regulations that require paper documentation or original
signatures when higher level policy accommodates alternative means of storing
information, transmitting information, and authorizing transactions.

SCOPE AND ORGANIZATION OF REPORT

Although many of the needed regulatory changes are relatively straightforward

”

(such as redefining “writing,” “signature,” and “document”), others may require
statutory changes. We do not address the need for statutory changes in this report.
Instead, we focus on the regulatory impediments to Electronic Commerce and
propose, drawing extensively upon earlier studies, specific changes to eliminate

them. Chapter2 addresses how DoD and other Government regulations and

IThese agreements, commonly called trading partner agreements, are discussed in Electronic
Contracting, Publishing, and EDI Law, Michael S. Baum and Henry H. Perritt, Jr., John Wiley &
Sons, Inc., 1991, and LMI Report MT901TR1, EDI Trading Partner Agreement for Defense Transporta-
tion, Ben W. Milbrandt and John A. Ciuecci, January 1990.
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procedures currently treat Electronic Commerce. Chapter 3 discusses the purpose of
forms, signatures, and records, while Chapter 4 assesses a variety of evidentiary
issues associated with Electronic Commerce.

Chapter 5 presents some of the acquisition-related inforn.1ition flows between
the Government and its contractors and among Government organizations. Those
flows identify many of the regulatory and procedural changes needed to accommodate
expanded use of Electronic Commerce techniques by DoD. Appendix A provides an
analysis of the required regulatory changes for each information flow, while
Appendix B presents our recommended changes to the FAR and to the Defense FAR
Supplement (DFARS).
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CHAPTER 2
FEDERAL REGULATIONS AND ELECTRONIC COMMERCE

INTRODUCTION

In two previous studies, we examined the impact of selected Federal regulations
on DoD’s efforts to implement Electronic Commerce.l This chapter presents the
combined findings and conclusions of those studies and details specific recommen-
dations to remove the impediments to Electronic Commerce that are embedded in
various Federal regulations.

THE FEDERAL ACQUISITION REGULATORY SYSTEM

The Federal Government prescribes uniform acquisition policies and procedures
through the FAR and its supplements. The FAR guides most procurement actions;
however, several specialized procurement areas have their own regulations that are
included by reference in the FAR or its supplements. For example, the Federal
Information Resources Management Regulation (FIRMR) prescribes the procedures
for acquiring information systems and services; the Federal Property Management
Regulations and the Defense Transportation Management Regulations (DTMR)
apply when acquiring transportation services; and the DoD Personal Property
Management Regulations apply when acquiring services related to the movement of
personal property.

The FAR does not provide guidance to the procuring activity on either internal
work flows or reporting requirements. These areas of responsibility are left to
departmental and agency regulations and operating instructions, as are numerous
procedural details.

Although the Federal Government has several Electronic Commerce initiatives
under way, it has done little to formally recognize electronic business methods within
the FAR, FIRMR, and DTMR. Acceptance of Electronic Commerce will require not

1See Electronic Data Interchange in Procurement, LMI Report PL904R1, April 1990, Daniel J,
Drake, John A. Ciucci, and Ben Milbrandt, and Electronic Commerce and Competitive Procurement,
LMI Report PLO06R1, June 1991, Daniel J. Drake and John A. Ciucci.
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only regulatory changes to, for example, the FAR, FIRMR, and DTMR, but also
changes to operating instructions and procedures at many organizational levels.

In previous tasks, we proposed a number of broad regulatory changes to
accommodate Electronic Commerce initiatives. We based those changes upon the
following findings and conclusions.

Regulations Restrict Paperless Applications

Government activities attempting to implement Electronic Commerce are
constrained by regulations that either require paper documentation or else require it
when a procurement action exceeds the current small purchase limit of $25,000. One
contracting activity that currently issues electronic delivery orders has restricted
those orders to less than $25,000 because it believes that the FAR requires written
orders at higher dollar values. Some contracting activities planning to issue
electronic purchase orders to their suppliers were forced by internal accounting
regulations to use paper purchase orders for recording obligations.

Regulatory Recognition for Electronic Commerce Is Limited

Some Government regulations selectively recognize Electronic Commerce
technologies. Although the FAR authorizes use of facsimile transmissions for
submitting bids or proposals,2 the contracting officer nevertheless may request the
complete original signed bid/proposal.3 The FAR also permits electronic funds
transfer when paying Government contractors4 but makes no mention of electronic
invoices.5

Regulatory Impediments Are Not Confined to the FAR

Not all regnlatory impediments to Electronic Commerce are in the FAR and its
supplements. Other regulations, particularly Military Service and Defense agency
accounting and finance regulations, specify the use of paper documents to prove the
obligation of funds or the receipt of supplies. Similar requirements exist in the

2See the clause prescriptions at FAR 14.201-6(w) and 15.407(j) and the clauses at
FAR 52.214-31 and 52.215-18.

3See FAR 14.202-7 and 15.402().
4See the clause at FAR 52.232-28, Eiectronic Funds Transfer Payment Method.

5See the clause at FAR 52.232-25, Prompt Payment, which states, "An invoice is the
Contractor’s bill or written request for payment. ...”
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operating instructions followed by various functional specialists supporting the
acquisition process. Those instructions presume the need for paper documents and
manual signatures. The examination of vouchers is a good example; it specifies the
use of paper invoices.

Electronic Methods Are Recognized by Accounting and Legal Policy

The Comptroller General, who establishes Federal accounting principles,
standards, and requirements, has formally recognized the capabilities of information
technologies to accurately transmit information from remote sources.6 Recent
General Accounting Office (GAO) guidance to Government agencies clearly supports
the use of electronic records and transactions for funds certification and voucher
examination when those agencies make reasonable provisions for security and
authentication.? In a legal opinion on electronic contracting, the GAO states that
Federal Government contract formation does not require a written document and
that contracts may use electronic signatures to signify the contracting parties’ intent
to contract.8

Although the accounting guidance accepts electronic records, some Government
agencies have been overly cautious in their interpretation of the Federal Rules of
Evidence. As a result, they believe that hard-copy documents are required to support
any legal actions. This caution is unwarranted, because the Federal Rules of
Evidence are no different for electronic records than for paper records, provided that
adequate security and conirol are maintained.

RECOMMENDATIONS

In Appendix A, we list many of the documents that DoD currently uses to
conduct business. We also show a proposed electronic method for each document and
some of the regulatory changes needed to accommodate the replacement of paper with
electronic transmissions. Appendix B presents our recommended changes to the FAR
and DFARS. In it, we propose redefining terms (e.g., signatures, contracts, and
invoices); recognizing electronic media; and authorizing electronic equivalents of

6See 31 U.S.C. 3511, Prescribing Accounting Requirements and Developing Accounting
Systems, for the Comptroller General’s authority over executive agencies’ accounting practices.

TGAO Policy and Procedures Manual for Guidance of Federal Agencies, Title 7 - Fiscal
Guidance, 12 February 1990, Section 7.4, “Application of Available Technology and Concepts.”

8GAQO Memorandum, Subject: Electronic Contracting (B-238449), 19 June 1991.
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standard procurement forms.9 These changes need to be followed by other changes to
internal procedures, which should be made primarily by the Military Services and
the Defense agencies. To ensure that those internal procedures are modified in a
timely manner, we recommend that the Director of Defense Information conduct a
formal review of all Military Service and Defense agency regulations and procedures
to identify language that restricts Electronic Commerce.

9The pending Defense Acquisition Regulatory (DAR) Case 91-040, “Electronic Contracting,” is
the appropriate means for making many of these changes.
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CHAPTER 3
FORM, SIGNATURE, AND WRITING REQUIREMENTS

Since its inception, the Federal Government has used paper documents and
handwritten signatures to conduct business. Although 19th century communications
technologies such as the telegraph and telephone permitted more rapid communi-
cation of quotations, for example, they provided little documentation and no
authentication.

Today’s information technologies both speed communications and provide
trustworthy documentation and authentication. We believe that these technologies
offer capabilities that warrant the Federal Government’s revising its emphasis on
forms, signatures, and writings in the conduct of business. This chapter examines
several issues associated with replacing paper documents with electronically
exchanged information.

FORMS

The Federal Government uses numerous preprinted paper forms when dealing
with its contractors and suppliers. Many of those forms are designed to minimize the
number of forms that the Government uses and the amount of information that the
contractors must provide. Standard forms are both a means of organizing routine
information conveyed between contracting parties and creating written documenta-
tion for legal purposes.! They also ensure that essential information is provided in
specific locations on the form. Such organization facilitates the repetitive processing
of information, which the Government frequently performs.2

Within the past several years, the American National Standards Institute
(ANSI), in cooperation with both industry and Government representatives, has
developed electronic standards for many Federal procurement, contract

1John Cibinic, Jr. and Ralph 7. Nash, Jr., Formation of Government Contracts, George
Washington University, 1982.

2Federal procurement regulations nevertheless specifically authorize the use of means other
than standard forms. For instance, see FAR 13.506, Purchase orders via written telecommunications,
and DFARS 239.7407-2, Communication service authorizations (CSAs).
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administration, and transportation forms. Those standards, like their paper
counterparts, specify what information is conveyed between the contracting parties
and how, except that the electronic information is only machine readable. In
addition, Federal Information Processing Standards (FIPS) 161, “Electronic Data
Interchange,” establishes the rules and formats for conveying information normally
found on paper documents.

The Federal Government clearly has the means to conduct business electron-
ically, since both the technology and the standards exist. Nonetheless,
FARPart 53 - Forms — needs to be revised to authorize substitution of electron-
ically transmitted information for standard procurement documents, in accordance
with FIPS161. In addition, DFARS Part 253 needs to recognize the current DoD
Implementation Guidelines for Electronic Data Interchange (EDI) in treating the
preparation of EDI transactions.

SIGNATURES

The requirement for signature authentication in Government contract
formation stems from the so-called Federal statute of frauds, 31 U.S.C. 1501, which
establishes the criteria for recording financial obligations against the
U.S. Government. That U.S.C. section specifies certain requirements that must be
met before public money becomes an obligation of the United States. It states:

An amount shall be recorded as an obligation of the United States
Government only when supported by documentary evidence of:

(1) A binding agreement between agencies and other parties that is:
(a) inwriting, in a way and form, and for a purpose authorized by law

(b) executed before the end of the period of availability for the
obligation of the appropriation. . . .

Thus, the statutory requirements are twofold: (1)a binding agreement and (2)a
written agreement. Therefore, signature authentication is crucial in meeting the
first requirement. The prevailing legal view is that at least two significant
conditions must be satisfied before the signature can be legally binding: the
electronic signature must be adopted as a person’s “unique code signature,” and
appropriate security measures must exist to ensure that the unique code signature
cannot be used by unauthorized individuals.
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U.S. courts have repeatedly held that a signature consists of writing one’s name
with the intention to authenticate the instrument and that therefore any symbol
adopted as one’s signature — when affixed with his or her knowledge and consent —
is a “binding and legal signature” [emphasis supplied].

Furthermore, the GAO has long recognized facsimile signatures and machine-
made signatures as legally binding. It concluded in opinion B-216035, 20 September
1984, that “... an appropriate symbol may be adopted by a certifying officer as his
signature for the purpose of voucher certification.”

The line of GAO opinions respecting signature is totally supported by the
authoritative Black’s Law Dictionary, which defines signature as follows:
... A “signature” may be written by hand, printed, stamped, typewritten,
engraved, photographed, or cut from one instrument and attached to
another, and a signature lithographed on an instrument by a party is
sufficient for the purpose of signing it; it being immaterial with what kind of

instrument a signature is made. ... And whatever mark, symbol, or device
one may choose to employ as representative of himself is sufficient. . . .

Once a person uses his or her unique code signature, it should be easy to
establish the “intention” to be legally bound. However, for an electronic signature to
gain enforceable stature, it must be afforded a measure of security sufficient to
ensure that unauthorized individuals do not have access to the “code” itself. This
security begins with physical security and ends with a myriad of control features
built into the software. The measure of security afforded should be driven by and in
proportion to the value or importance of the particular transaction. In other words,
each activity needs to use commercially reasonable security. To illustrate, a base
purchase order for lumber does not require the same kind of signature control that a
purchase order for an F-15 fuel control device requires. Furthermore, many small
purchases are made now without a signature. In revising Government regulations to
accommodate Electronic Commerce, we believe it would be counterproductive to
impose an onerous signature requirement.

Today some of the software commercially available provides all the controls
necessary to give electronic signatures legal efficacy, as certified by the National
Institute of Standards and Technology. Very simply, electronic signatures must

® Be unique to the signer

® Be capable of verification
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@ Be under the signer’s control

® Be linked to the data being sent.

If more control is needed beyond the traditional identification and password
security, a variety of digital signature devices are available on the open market. The
most commonly used device is the “smart card,” which resembles a credit card with
an embedded computer chip. The sender simply inserts the smart card into the
system and inputs the data to be transmitted; when the transmission is completed,
the sender engages the proper key to generate an electronic signature. The unique
code signature is then generated and executed. The recipient, by using a secret key,
verifies the identity of the sender, thus preventing the sender from repudiating the
transmission.

The best security is provided by public key encryption (PKE), which uses a
series of algorithms in association with public and private keys. (Some of the PKE
protocols have not been broken in over 10 years, despite concerted efforts to do so.)
Although PKE is relatively expensive, its cost is declining, so that an agency with
many users, such as DoD, could negotiate a very reasonable price if it chose to acquire
a license on the open market. PKE includes the following features:

@ It requires no ongoing business relationship between sender and receiver.
® [t allows signatures and authorizations to be proven at a future time.
® It secures cosignatures and countersignatures.

® Iteliminates the burden of administering a secret key system.
WRITINGS

In the preceding section, we noted that sufficient security can be built into an
electronic contractual arrangement that provides reasonable evidentiary
documentation to compel a court or board to accept it. Now we turn our attention to
whether courts or boards will accept electronic storage media.

One of the reasons why Congress enacted 31 U.S.C. 1501 was to instill
discipline into a recording system that agencies were abusing by recording
questionable obligations, particularly oral agreements. Congress was looking for a
binding agreement that provided more certainty than an oral agreement but not
necessarily only “paper and ink.” Federal courts have accepted tape recordings as the
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foundation of a contract because they are reducible tc tangible form. We believe that
data transmitted by electronic means can be retrieved from reliable, trustworthy
storage media with such certitude that the “in writing” requirement is easily met.
Furthermore, data transmitted by EDI transaction sets can readily be retrieved and
reviewed in human readable form and are at least as trustworthy as paper and ink.
Courts routinely enforce contracts with less trustworthiness.

Finally, a recent legal memorandum opinion from the GAO, endorsing the
principle that EDI documents do meet the statutory requirement of 31 U.S.C. 1501
for a writing, states:

Although the terms of contracts formed using EDI are stored in a different
manner than those of paper and ink contracts, they ultimately take the form
of visual symbols. We believe that it is sensible to interpret federal law in a
manner to accommodate technological advancements unless the law by its
own terms expressly precludes such an interpretation, or sound policy
reasons exist to do otherwise. It is evident that EDI technology had not been
conceived nor, probably, was even anticipated at the times section 1501 and
the statutory definition of “writing” were enacted. Nevertheless, we believe
that, given the legislative history of section 1501 and the expansive definition

of writing, section 1501 and 1 U.S.C. §1 encompass EDI technology3
[emphasis added].

SUMMARY

The Federal Government’s emphasis on using standard forms, written
signatures, and paper storage of documents to conduct business was well founded. In
an electronic business environment, however, such requirements are no longer
practical. Recent developments in information systems technology provide the same
degree of control and security as did standard forms, written signatures, and paper
storage.

3GAO Memorandum, Subject: Electronic Contracting (B-238449), 19 June 1991.
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CHAPTER 4
EVIDENTIARY ISSUES

Documentation of business agreements and transactions is important to
prepare for possible litigation. Paper documents and manual signatures are well
accepted as adequate business documentation and as evidence in litigation. The
advent of electronic business processes gives rise to electronic records that are also
acceptable documentation of what has transpired.

ELECTRONIC RECORDS

The law of evidence consists of the rules and principles that regulate the
admissibility, relevancy, and sufficiency of evidence in legal proceedings. Evidence is
any proof or probative matter, legally presented at the trial of an issue, that induces
belief in the minds of the court or board members. Which rules apply depends on
whether the legal proceedings are in Federal court, state court, or a regulatory or
administrative agency. While the rules are similar in the various jurisdictions, each
jurisdiction has its own peculiar rules for determining the admissibility of documents
and records.

All litigation involving Government agencies and their contractors occurs in a
Federal forum. The FAR requires all Government agencies to use the standard
Disputes clause at FAR 52.233-1, which makes the parties subject to the Contract
Disputes Act of 1978 (41 U.S.C. 601 — 613). As a result, disputes in Government
contracting are settled in one of two forums: the Armed Services Board of Contract
Appeals (ASBCA) (or another agency board) or a U.S. Federal court. In either forum,
evidentiary questions are resolved by applying the Federal Rules of Evidence, the
Uniform Photographic Copies of Business and Public Records as Evidence Act
(28 U.S.C. 1732), and similar special statutes. Some Government agencies have
relaxed the rules and follow the Administrative Procedures Act (5 U.S.C. 566), which
states that “. .. any oral or documentary evidence may be received, but the agency as
a matter of policy shall provide for the exclusion of irrelevant, immaterial, or unduly
repetitious evidence.” Regardless of the forum, Federal courts and boards have been
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accommodating new technologies, such as replacing paper documents with
electronically transmitted data in evidentiary matters.

Other examples of similar accommodation are noteworthy. In May 1990, the
National Archives and Records Administration (NARA) published final regulations
in the Code of Federal Regulations (CFR) on electronic records management that
provided a legitimacy to electronic recordkeeping that did not previously exist.
Previously, agencies had developed their own policy on electronic records, often in the
form of “pocket regulations.” Such regulations are not formal documents but agency
letters or memorandums; some may not even be written. Pocket regulations are not
uncommon in areas of new technology, because they provide an excellent opportunity
to test or refine a policy before issuance for public comment. Nonetheless, the NARA
pronouncement is now the standard for Government agencies. An extract from it
(36 CFR 1234.24) follows:

Judicial use of electronic records

Electronic records may be admitted in evidence to Federal courts for use in
court proceedings [Federal Rules of Evidence 803(9)] if trustworthiness is
established by thoroughly documenting the recordkeeping system’s
operation and the controls imposed upon it. Agencies should implement the
following procedures to enhance the legal admissibility of electronic records.

(a) Document that similar kinds of records generated and stored
electronically are created by the same processes each time and have a
standardized retrieval approach.

(b) Substantiate that security procedures prevent unauthorized addition,
modification or deletion of a record and ensure system protection
against such problems as power interruptions.

{c) Identify the electronic media on which records are stored through out
their life cycle, the maximum time span that records remain on each
storage medium, and the NARA -approved disposition of all records.

(d) Coordinate all of the above with legal counsel and senior IRM [infor-
mation resource management] and records management staff.

In view of the above guidance, Government agencies and other parties would
have difficulty challenging the admissibility of an electronic record in a judicial or
administrative forum, particularly if appropriate precautions are taken.

The three primary methods of storing records are paper, microfilm, and
computer-based magnetic storage (tape or disk). A fourth method, which is becoming

4-2




increasingly popular - optical storage - is also a viable option both from a practical
and a legal standpoint. These storage methods are described below:

® Paper. Paper-based storage is the most common method. Its value is well
proven; custodians and courts alike are very comfortable with paper
documents. Paper documents are also the easiest to enter into evidence.

® Microfilm. Microfilm, which has been used for more than 60 years,
continues to grow in use. It is widely accepted as evidence, primarily
because the information is effected by a photographic process and is
unalterable.

® Magnetic storage. Magnetic storage has become a very efficient medium for
records storage. Its use is also growing rapidly. Using magnetic storage is
faster than using micrographics, both for recording and for retrieving
information. It can be easily erased, which is a favored characteristic when
updating electronic files but a detriment when material stored is to be
offered into evidence.

® Optical storage. Optical storage has many of the strengths of magnetic
storage and none of its weaknesses. It is a relatively new digital technology,
particularly the WORM - write once, read many - storage capability. The
optical disk has a write/read surface between two sealed, airtight, trans-
parent outer layers. With WORM, the laser etching on this surface produces
an irreversible change that cannot be overwritten or modified. Given the
newness of this storage medium, however, little legal precedent exists
regarding the admissibility into evidence of material stored in this fashion.
But given the propensity of Federal courts and boards to accommodate new
technologies, optical storage, especially of the WORM variety, should be
readily accepted.

Electronic storage is actually the storing of computer processed information in
magnetic files. Such files are considered “writings or recordings” before Federal
courts and boards. Federal Rule of Evidence 1001(1) states in part: “Writings and
recordings’ consists of letters, words, or numbers, or their equivalent, set down
by .. . magnetic impulse, mechanical, or electronic recordings, or other form of data
compi’ation.”

In the Federal sector, litigants are likely to argue points of evidence before court
judges, administrative law judges, or hearing examiners, who will demand the “best
evidence” available under the Federal Rules of Evidence, which generally implies
original documents. Rule 1002 states that “to prove the content of a writing,
recording, or photograph, the original writing, recording, or photograph is required
except as otherwise provided by these rules or by Act of Congress.” However,
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Rule 1001(3) further states that “An ‘original’ of a writing or recording is the writing
or recording itself. . .. If data are stored in a computer or similar device, any printout
or other output readable by sight, shown to reflect the data accurately, is an
‘original’.” Other exceptions appear to provide for the use of duplicates, which are
admissible generally to the same extent as an original (Rule 1003), and for admission
of public or official records (Rule 1005). Thus, the Federal Rules of Evidence
apparently allow for additional printouts of the same information contained in a
magnetic file.

Congress has also allowed for other exceptions to the “best evidence rule.” The
most common of those exceptions is the Business Records Act (28 U.S.C. 1732), which
provides for the admissibility of copies or reproductions of original records produced
in the regular course of business. It states

If any . .. department or agency of government, in the regular course of
business or activity has kept or recorded any memorandum, writing, entry,
print, representation or combination thereof, of any act, transaction,
occurrence, or event, and in the regular course of business has caused any or
all of the same to be recorded, copied, or reproduced by any . . . process which
accurately reproduces or forms a durable medium for so reproducing the
original, the original may be destroyed in the regular course of business
unless its preservation is required by law. Such reproduction, when
satisfactorily identified, is as admissible in evidence as the original itself in
any judicial or administrative proceeding whether the original is in

existence or not.... The introduction of a reproduced record... does not
preclude admission of the original. . ..

This language closely parallels that in Rule 803(6).

The hearsay rule is another hurdle in placing electronic records into evidence.
A computer printout, which qualifies as an original record (as discussed above), is
considered hearsay if it is offered to prove the truth of its contents. Rule 801(c)
defines hearsay as “...a statement, other than one made by the declarant while
testifying at the trial or hearing, offered in evidence to prove the truth of the matter
asserted.” A “statement” is defined to include a written assertion. Hearsay is not
admissible in Federal court except as provided by the Federal Rules of Evidence “or
by other rules prescribed by the Supreme Court pursuant to statutory authority or by
Act of Congress” (Federal Rule of Evidence 802).

Courts have further observed that the Business Records Act was adopted to
facilitate the admission of records into evidence and should not be interpreted so
strictly that it deprives the courts of the realities of business and professional
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practice. This exception is based upon the notion that records created and relied upon
in the ordinary course of business do have a certain trustworthiness because they
were “created for motives that tend to assure accuracy” and should be admissible.
Computer business records prepared for litigation usually are not so readily
admissible. They require a careful foundation before they can be admitted as
evidence. Other recognized exceptions to the hearsay rule include absence of entry in
records kept in the ordinary course of business, public records and reports, records of
vital statistics, and statements in ancient documents. Legal counsel should be
consulted in designing any electronic filing system of records to ensure a trustworthy
system.

When it becomes necessary to lay a foundation for admitting documents into
evidence before a Federal court or board, the testimony of a qualified witness familiar
with the computer record and with the procedures used to create it may be required.
The witness should establish that the record was created in the ordinary course of
business and that it was made within a reasonable time after the transaction
occurred. With Electronic Commerce, and particularly EDI, the record inevitably is
made simultaneously with the transaction, thus meeting this requirement.

LITIGATION

What can a Government agency expect if it enters into an EDI contractual
relationship with a trading partner and ends up in litigation because of a dispute?
Under the standard Disputes clause, a dispute involving DoD likely will be heard by
the ASBCA. Occasionally, at the contractor’s option, the case will come before the
U.S. Claims Court. In either forum, the evidentiary rules will be the Federal Rules of
Kvidence, which readily accommodate Electronic Commerce. Neither forum
hesitates to raise up a contract even if there is no “neat and tidy” written contract.
Prior to passage of the Contract Disputes Act of 1978, the ASBCA was referred to as
“triers of fact” and generally decided only questions of fact arising under a contract.
With passage of the Contract Disputes Act, the ASBCA was quick to exercise its new
authority to decide questions of law as well as questions of fact. As a result, any legal
issues involving electronically submitted information would be within the
jurisdiction of the ASBCA.

Since 1978, the ASBCA has enforced contracts on many grounds when there
was no written contract. For instance, it has upheld contracts implied in law and has
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enforced contracts implied in fact. The latter usually involves an oral contract or one
implied by the conduct of the parties.

We believe that using an electronic contracting arrangement is vastly superior
to using an oral arrangement, to having judges decide the intent of the parties on the
basis of a course of conduct, or to implying a contract by operation of law. If the data
conveyed by “transaction sets” are stored electronically under secure conditions and
can be retrieved and introduced into evidence, there should be little doubt regarding
the intent of the parties to enter into a binding contract.

SUMMARY

The acceptance of electronic records as evidence in Federal judicial proceedings
is no longer a major issue. As well-designed Electronic Commerce processes create
paperless business records, and as Government and business increasingly rely on
these electronic records, their acceptance will become even less of an issue.
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CHAPTERS
INFORMATION FLOWS AND FUNCTIONS

Electronic Commerce is not just the exchange of information between
contracting parties. It also entails the passing of information among Government
agencies and offices. If electronic methods are going to reduce paper-handling costs
and enable fundamental changes in Government business practices, they must be
used for both internal and external information exchanges. This chapter, in concert
with Appendix A which provides most of the details, describes a number of external
and internal information flows that are excellent candidates for Electronic
Commerce techniques, particularly EDI. Many of these candidates, however, require
a variety of regulatory and procedural changes before they can be implemented.

CONTRACTING AND PAYMENT INFORMATION FLOWS

Figure 5-1 illustrates the external information flows that are required to
conduct Government contracting. Through EDI, the Government can exchange
paperless solicitation and quotation/bid/offer information with prospective contrac-
tors. It also can issue purchase orders and award contracts electronically. As
contract performance progresses, the contractor can submit, electronically,
unapprov~d inspection and receiving reports, progress payment requests, cost
vouchers, and invoices to the Government. Finally, the contracts can be paid by
electronic funds transfer.

We describe each of these external information flows in Append